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ABSTRACT

In an Internet web services environment, Layer 7 attacks are blocked by an IPS or WAF device that is
installed in front of the web server. Attack traffic still flows from the router to the IPS or WAF internals,
causing network load and security threats. By monitoring the IPS or WAF, administrators can set blocking
rules on the ingress firewall, but in real-world environments, attacks change dynamically, and attack IP/Ports
change in a network address translation environment, making it impossible to manually set blocking rules. In
this study, we developed a firewall carrier setting system by collecting and analyzing IPS Layer 7 attack
blocking information and NAT session information in real time in a NAT environment, and confirmed through

experiments that the internal network load phenomenon and security threats are improved.

+ First Author : Soongsil University Department of AI IT Convergence, swimsun@naver.com, *3|<]
°  Corresponding Author : Soongsil University School of Electronic Engineering, myoo@ssu.ac.kr, %4131
T3 1 202405-081-0-SE, Received March 27, 2024; Revised June 10, 2024; Accepted June 17, 2024

1337


mailto:myoo@ssu.ac.kr

The Journal of Korean Institute of Communications and Information Sciences '24-09 Vol.49 No.09

I.M &

Al g ellA] oo AL Adslr] 2l 7iPd
]l HAlel| 2= WobgulEe] ARSE L glck 19
19] Anti DDoS(Distributed Denial of Service),
IP(Internet  Protocol)/Port *}t+g- ]38+  wisp
(Firewall), Z<] w2 Wlx] H2°] IPS(Intursion
Prevention System), % oJZa|Alo]d 374 kg
WAF(Web Application Firewall) 2 &5t} o -5
2] e <l An)2~ Qlze} 37gellx] wekm]e]
4 DDoS, W3PE, 1PS \WAFZ A =]w A uf
o] AL R T4 AdRIth IPS/WAFS} 212 ®ak
ZH]+= OSI(Open Systems Interconnection Reference
Model) Layer 7(Application) X oFH| 2 F-8=|m, F-
Zo] WAsl= 739 IPSYF WAFel|A4| Layer 7 ZE{&]o]
8w 5, Betfe|zhs el E = A RS 2UEE
golsled Layer 4(Transport) ¥ Layer 3(Network)ol|
A1 A 2pdsly| 93 wsp el 2t A sked Wi
) WpspHz} IPSIWAE AJolol] -sls} wal 913 A
25 St

o] Bl TS Bl sA 0% Zle)sich
£3] NAT(Network Address Translation) 27304 -
7 P9} Port W57} AAZEe 2 WA == 79 Bt
2Pt WA A ARE zlol WishH e AdEs A
s 7l Ao R Brbssiel wak Helbgu] 3d]
alo] ARE FFsle] fSellw A7le] A8k

Hobgm] Ak gl oWl e ARF FPHo= FA
3171 $1s8l W= SIEM(Secuirty Information and
event Manager) I+ ESM(Enterprise Security
Management)-& AFE317 = A o] 4] A=}
AR5 Flsle] HspH ol S5 dAshs oA W
1S aslo] IPS/WAFZHA|S] W3- v|E9]F0) 34
Eg el &gt B AT HeRHE AR A
B317] ofeld AAolck

B =Foll = Layer 7 54 EdEo] NAToA IP
<} Port A ®B7} 7w 52 W [PSellx] Apcts= &
730 APt AW} NAT A ARE AATEeR 4]

. Distributed Denial . Inspects and filter . Detects and . SQL-Injection,
of Service Attack incoming and Blocks malicious Cross-Site

outgoingnetwork  code/intrusion Scripting(XSS),
. Monitor Trafficto  traffic attempts Cross-Site

Measure available  predetermined
bandwidth/Sessio  rules . Signature / . Pattern/Signature
n . IP/Port/Protocol Behavior Based /Behavior

a2l 1. Hekgu] AEA
Fig 1. Security Device Blocking Attributes

1338

sjo] AR ARE SUSL, Layer 3 WS 414
2 A AREe Agale] v V=g Bt
ek Bk 413 ek Aase Al )
S pgele] ZAEl S ik

M. 7I& A7 & HIQH AJAH

2.1 7|1E A7 & HoE AIAE MET|H

7|22 A= HeAw|e] 2wt 2 oWlE Aw =
AR Mol '] 2 Hels o7 S gk
Wgo] 75 ol FaL glor At 25 3lsle]
23 FEAA = AFs 5 ¥R BAE AT
s, el ZshE g1 Bash A<l 459
R ol AFESlel B T Qo B e
Layer 7 HePgu]ellA] 2=l B} Layer 48] NAT
P2} Port®] 13 A K5 A3lo] Layer 3 W3hH o
AFgo R Anhag RS Al2El o R 7]E At
2pdAde] gl

Aok A|2~8l2- Layer 4 NAT AH]ol|x] W3l=]7] =y
Fo] TCP #J¥]29] P9} Port A RS 438k, IPS
Ao At 2aE 3 FAEte] IP9) Port A EE
2JA3gct. NAT Aol 3= W3k P2} Port
BE Layer 7 IPS #Psk IP9} Port A RS thx3}o]
NATellx] W7 =]7] 2] F7 1P} Port A B2 =413}
o] VB Layer 3 Wi3pH o AAEO R et AL
Ag3h= Layer A AlnEle® B =Rl
Orchestration A|Z2~¥l o2 7}A3c}

U RS 5ot 2 moteldt 72t

P
e NAT H AlM B oz
I et

Layer 3XIct EM 4mm Layer 4 32 WS 4mm  Layer 7 Gt S

gl 2. A’k Alz=H
Fig 2. Proposal System

2.2 Mot A|AE Al A

Ag AlzEle Ao the3lE 98] WAFS A<
s}l 374 User-Agnets #4510 HTTP 84S #}
el 2|2 @IPSE 8o IPSellA] Astele A

5 FAsRe A Sk Ul VIES A 7 B E
HeklE AAS 913 Hekdm] odA AEHe
Orchestration Z 2 1313 7fulsigic)

= O

@



=+ / Network Address Translation 273 ol|4] W

g Auls 34 B et iA 7Fsdh 1PSeF NATAIA~

a5 3 % 3 39| A} o] E ARE Sl
TEE @FE Aol A AR8AE 2 A
A 918l IMeter 5 o]-8gte] QUM AREARE
User-Agent 25 Moxzilla/5.02.2 VM-S A5},
OFA AHEAR= User-AgentS Attack 2 A4 sle] -
3F S 91’ VMo E Ak ok AReAE Exi
2 JMeter 40Thread Ramp-Up 1Sec 57| % S=}8l%
2 A4 sla, ¥4 =S IMeter 80Thread
Ramp-Up 1Sec 571= 44 oH] 34 A8} Thread
F FlE Ak IPS A 2 NAT Al ARE
F413819] Firewallell 2t A5 2-8-8h= W]
T4 2 @Orchestration Z2 7o) 315 TAE A
HE 4702 E2] @Bridge Adapter® TA% 1 ©
Firewall VM2 5 7l1¢] 74} NICE- Bridge 1743}
nftables 4422 HWshy 2ot 7|58 3%l ©
NAT Gateway VM= F+ 719 7H} NICe
192.168.20.0/24 <} 192.168.40.0/24 Y EYIE A
3laL  iptables postrouting maquerade 2AOF
192.168.20.0/24 Y| ES]F 4] As= HTTP Web
84 =98 192.168.40.1 IPE WH3kgIch NAT 4K
gk 4§ A Ba= conntrack”-S- ©]-8310] AAZE vl
o|E AHE FFleh= Aol

®IPS VM- F 7l2] 714} NICe]| snort inline 2.2
TA=] User-Agent7} Attack 2 WHAISH B8 A}
= A2 “drop tcp any any — any any (msg:
“MALWARE User Agent”; flow:to_server,estab-
lished;  content:“Attack”;  http_header; class-
type:trojan-activity; sid:1000002;)”¢|™, 5+ 7i2] 7}t

Host Server
(VirtualBox)

Normal Traffic Attack Traffic

/ JMeter gﬁ - / JMeter”
é“
o9 =
It 5 I o N

Port 3000
NAT Session
(conntrack-E|-n)

Orchestration

Deny Rule Sets B
(nftables drop)

snort IPS Filter log
(User-Agent: Attack, IP/Port)

28 3. 4% Az A
Fig 3. Experimental System Configuration Diagram

NICe]| sZ-& 3]3}ed Ajeksl =2 P/Port HH =
®Orchestration ZZ720] snort logellx] 4318k},
®Web Server VM- 192,168.40.50:30002-2 -4
AfR|2o|tt,

®Orchestration Z 2132 GIPS VMellA] 2jetxl
-4 Elg AR8AE AHE 318k, NAT Gateway
VMellA 53151 NAT Al s} vl slef 30 A
44} 34 IP/Port HEE A3}, WSy el Algom
Apet A5 31o] FirewallZ} IPS Atelol|x] -7k -3}
2 34 EfES Addhs 715 7AEe] gl

13 4 % % 194 Orchestration A~ZEYo] T2
1802 NAT Session Table= 234 %27]|3}3}1L, conn-
track 2715 %] #-4]5]1= Thread_013} Snort IPS *}
o 235 4 EA3= Thread 025 AA|7|=
Main Thread2 A= g},

Thread_01-> NAT Session Table 53¢l A}&-=&=
conntrack 214 H-& $3I5)2L “[NEW]” &l A 27}
ez AlqF Ao ghedsle] NAT Session Table
o4 71E AR} EAfe=A] ERlsle] §las A9 Al
dlo] &2 Insert3tch

“[NEW]” #j&lo] o}d 74-$- NAT Session Tableol]
A] 718 AR} EAfel=A] gRlsle] sl -9 Update
gt} Thread_02914 Layer 7 IPS st AR 4318
18 Snort IPS Z 1ol AE A E7F NAT
Session Tableollx] &H1=" Layer 3 Wl ¢l nftables
2 AEg AAsle A4 A EE Deletedrt}.

B =EollAdE NAT 3ol L7 3-4¢l digt 1PS
)] 34 Aol = Ul VES = Y| EAlghE
Aoz sk PSP dlv] IPS/NAT/Firewall &

\ 4 ‘ v
Thread_01 Mo ihead ) Thread_02

(conntrack log) b (snortips log)

NAT Session
Table (Spin Lock)

NEW
Deny
(IP:Port)

NEW
Session ?
(IP:Port)

Find
Session
(IP:Port)

Find
Session
(IP:Port)

Update Session
(IP:Port)

Delete Session
(1P)

Firewall Drop Policy
(nftables ip drop)

Insert Session [
(IP:Port)

2| 4. Orchestration 2 718] B2 tjo]o]12)]
Fig 4. Orchestration Program Block Diagram.

1339



The Journal of Korean Institute of Communications and Information Sciences "24-09 Vol.49 No.09

E 1. Orchestration 212 °JA}F =
Table 1. Orchestartion Program Sudo Code

Thread Sudo Code
spinlock.nat_table.init();
Main Thread Thread_01.run();
Thread_02.run();
while(conntrack log){
if(packet arrived true){
if(conntrack tcp status “[NEW]’
true){ parsing.ip_port();
if(nat_table.find() true)
Thre ad_01 spinlock.nat_table.update();
else
- conntrack log spinlock.nat_table.insert();
. nat table
} else {
if(nat_table.find() true)
spinlock.nat_table.update();
}
}
}
while(snort ips log){
if(deny packet arrived true){
if(ips tcp status “{TCP}’ true)
Thread_02 { parsing.ip_port();
. snort ips log if(nat_table.find() true){
. nat table spinlock.nftables.ip_drop();
. nftables ip spinlocl.nat_table.delete();
drop }
}
}
}
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Table 3. Experimental System Configuration&Function

Category Configuration/Function

Host Server
® |(Orchestration
Program)

[Configuration]
Physical NIC Bridge Adapter 4EA
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Category Configuration/Function
[Configuration]
Normal Virtual NIC 1EA
e Traffic IP : 192.168.20.40
(IMeter) Load IP : 192.68.20.100~109
IJMeter HTTP User-Agent ;
Mozilla/5.0
[Configuration]

Attack Virtual NIC 1EA

© Traffic | TP : 192.168.20.20

(JMeter) Load IP : 192.68.20.110~119
JMeter HTTP User-Agent ; Attack

[Configuration]
inbound nic ; enp08s
outbound nic ; enp09s
bridge nic : FW
- enp08s:enp09s
packet filter ; nftables
traffic monitoring : pcount
- libpcap&PF_RING'®!

© Firewall

Bridge

Adapter VirtualBox Bridge Adapter

[Configuration]
inbound nic : enp0Os8

- Network 192.168.20.0/24

- Gateway 192.168.20.1
outbound nic : enpOs9

NAT - Network 192.168.40.0/24
Gateway - Gateway 192.168.40.1
NAT :

- iptables postrouting masquerade :
- 192.168.20.0/24—192.168.40.1
NAT Session monitoring :

- conntrack

[Configuration]

inbound nic : enp0Os8,
oubound nic : enp0s9
packet filter : snort® inline
- enp08s:enp09s

traffic monitoring : pcount
- libpcap&PF_RING

® 1PS

[Configuration]
® | WEB Server| HTTP Web Service Login Page
192.168.40.50:3000

Orchestration| [Data Collector]

(5] Software - conntrack TCP Session Log
Program - IPS Deny TCP Session
m & g

F 4 @=HAoA A HTTPS} 24 HTTP £.40|
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Table 5. NAT Session Table(Part of Data)

y experimental phase.

NAT Session Table(conntrack)

Before NAT
IP:Port

After NAT
IP:Port
(IPS Filter)

DROP
Target IP

192.168.20.115:5097

192.168.40.1:50971

192.168.20.115

192.168.20.116:60898

192.168.40.1:60898

192.168.20.116

192.168.20.113:56118

192.168.40.1:56118

192.168.20.113

192.168.20.117:62149

192.168.40.1:62149

192.168.20.117

192.168.20.118:50421

192.168.40.1:44645

192.168.20.118
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